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P2006-01-16 : WERITAS MetBackup %olurmme Manager Daermon Rermote Buffer Owverflow Exploit
F2006-01-15 : Microsoft Windows Metafile (WMF) "SetabortProc” Remote File Download Exploit
P2006-01-12 : eStara SoftPhaone 3.0.x SIP Packets Handling Rermote Buffer Overflow Explait
FZO0E-01-07 : BlueCoat WwinProxy "Host:" Header Handling Remote Command Execution Exploit
PZO0G6-01-05 : PHP 4.x "mysgl_connect" Function Mamed FPipe Handling Buffer Overflow Explait
F2006-01-05 : Microsoft Windows 2000 Kernel APC Local Privilege Escalation Exploit {(MS05-055)
P20O06-01-01 : Mozilla Firefox "InstallVersion.compareTo()" Remote Command Execution Exploit
F2005-12-31 : Microsoft Wwindows Metafile (WMF) "SetabortProc” Remote Code Execution Exploit
FZO05-12-25 : Microsoft Windows # Internet Explorer WMF Rermote Code Execution Explaoit
FZ0O05-12-Z4 : phpBB == Z.0.17 "signature_bbcode_uid" Remote Command Execution Explaoit
F2005-12-23 @ PHP-Fusion 6.00.x "rating” Parameter Handling Remote SQL Injection Exploit
?2Z005-12-20 : Eudora Qualcormnm worldMail "LIST" Command Remote Buffer Owverflow Exploit
F2005-12-19 : Mailenable Enterprise "EXAMIME" Commiand Remote Buffer Overflow Exploit
?2005-12-19 : Microsoft IIS Malformed HTTP Request Handling Rermote Denial of Service Exploit
F2005-12-15 : Watchfire AppScan @& HTTP Response Handling Remote Buffer Overflow Exploit
?2005-12-12 : Mozilla Firefox "Installversion.compareTo" Remote Buffer Overflow Explait
F2005-12-09 : Lyris ListManager "fread/attachment” Script Rermote SQL Injection Exploit
P2005-12-058 : HPF OpenYiew Metwork Mode Manager Rermote Cormmand Execution Explait
F2O05-12-08 : Oracle 9i Database XDB HTTP Authentication Remote Stack Overflow Exploit
P20O05-12-01 : Microsoft Windows MSDTC Service Remote Code Execution Exploit (MS05-051)
FZ005-11-30 : Microsoft Windows Metafile {WMF) "mtNoCbjects” Remote Exploit (MS05-053)

P20O05-11-30 : QN= Realtime Operating Systerm (RTOS) "pharafx” Local Buffer Overflow Explait
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b [SECURITY] [DSA 951-1] Mew trac packages fix SQL injection and cross-site scripting
2006-01-23

joey infodrom org (Martin Schulze) weriSign 550 Certificates

SECUre 8-COMMmerce
b CAID 337FE - CAlGateway Content-Length Buffer Overflow “ulnerability 2005-01-23 transactions.
williams, James K (James \Williams ca com)

Blackyorm technical information 2006-01-24
Gadi Evron (ge linuxbox org)

Website Security

b [FLSA-2006:152845] Updated perl packages fix security issues 2006-01-24 Tokens. Smar Cards &
Marc Deslauriers (marcdeslauriers videotron ca) LUSE Dangles Try it or buy
b [=vuln] Pixelpost Photoblog ®SS Wulnerability 2005-01-23 S-user All-in-one Kit
alex evuln com v cryptocard. com
b BlackWworm naming confusing [CME entry now available] 2006-01-24

Gadi Evron {ge linuxbox org)

[UsH-246-1] imagemagick vulnerabilities 2006-01-24
Martin Pitt {martin pitt canonical com)

Security Audit Info
Summaries from 100s of
top sources, Updated

b

b LibAST 0.7 Release Fixes Securty Vulnerability 2005-01-23 daily by our research staff
Michael Jennings (mej eterm org) v, | TBuzsinessEdge.com
b Ege Internet Web Desing Remote Command Exucetion 2006-01-28

botan linuxmail org

security vulnerabilities

b Multiple vulnerahbilities in CommuniGate Pro Server 2006-01-28 Deploy patches in
Evgeny Legerov (research gleg net) Microsoft Windows and
b [CORRECTIONS AND ADDITIONS Jazbb v1.1.00 Cross-Site Scripting 2006-01-28 Linux O3, Web-based
roozheh_afrasiahi yahoo com software
_ ) ) ) PatchQuest comiFree-Download
b The WorldsEnd.NET - Free Ping Script, written in PHP (2 vulns) 2006-01-23
cvh kapda ir
b Azbb v1.1.00 Cross-Site Scripting 2006-01-23 %‘3"{
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