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o
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o
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delete[[ispace:]]+from
drop[[ispace:]]+database
drop[[!space:]]+able
drop[[ispace:]]+column
drop[[:space:]]+procedure
create[[space!]]+able
update[[:ispace:]]+ «[[ispace:]]+set
insert[[:space:]]+into, *[[:space:]]1+values
selectl[ispace:]1]+ «[[ispace:]1]+rom
bulk[['space:]l]l+insert

i
[l

B SQL Injection ¥4 ©X &

Windows Internet Explorer E

1\ xcesTiE R
CASTLEM 2l5H & 201 FHERlIS S
--- A= HOIA -
http:/#ftest,com/m_login_ok. php
-— RIEALS —
S0L_Injection ==& ME EAl login_id
0
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At olFA A H

/2 CASTLE - PHP H{# - Windows Internet Explorer

@.\:j - |g hitp://test.com/castlephp/castlie_admin _policy. php Vl 1| % |
: IEE HEE 2N AR =D RS & Snaglt &'
W 4 |@CosTLE - PHP A = - B & - BHOAE - GEND - D
__________________________________________________________________________________________________________________ -
=205 ®=g OH=s
¢ EE(True) - X55 F%E NS 4¥ELICH
+ HIXS(False) - X55 7|78 &©AE &UsIAl S&ULCH
X85 i
(Cross-Site Script) ;faglg%ﬂ &
Lscript
javascript: o
== 00
o expression[[space:]]=W{#)
HS5SIR(A)
src[[ispace:]]s=
document, coakie
document, location b7
vConfirm = XCancel
b
& 2IEL 00% -

o g%

- XSS #4 HA 73 AFE 4F

=

rol

.

1
o
=]
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O=g OdNE

» HE(True) - X35 =FE A E &¥ELIT
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% 3zcript E
Lscript

javascript:
200

Jn
i

expression[ [space:]] W)
%55 )

src[[ispacei]]s=

document, cookje

docurnent, location
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Windows Internet Explorer

1\ xcesTLE 2 x
CASTLEM 2a &20| FEHel 31 SLIC
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X35 23 Y E

b

» login_id
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S5 2700 JIEELICH
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(= CASTLE - PHP H{# - Windows Internet Explorer

@.\T/ - |g http://test.com/castlephp/castle_admin_policy.php Vl 44| % | ‘ P~
omEE BEE 20 EAFIA =D ZSTH & Snaglt |
¥ 4 |@CosTLE - PHR B [7}
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o H2(True) - WORD F|9FE SRS WELICH
+ HIXS(False) - WORD #/=FE ©TIE S¥8H BaLICH
2 M 3
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ST S
Ef
|
L2101
b
== v
vConfirm X Cancel
b
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4. EZg 1 Y AA
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(= CASTLE - PHP H{# - Windows Internet Explorer
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Windows Internet Explorer

[E ¥ CASTLE 22

--- FEE HIOIA -
http: A ftest, comym_login_ok, php
-—— R AR —

HEd EFE: lagin_id
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€3~ v |2l htip:/test. com/eastlephp/castle_admin policy,php

¥l | *2] | % B~
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EE
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Windows Internet Explorer [5__(|
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CASTLEM 230 20| MEEISSLICE

-—= R HIOIA —
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—- HE AR
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(= CASTLE - PHP H{# - Windows Internet Explorer

@,\_‘;v |g, http://test.com/castlephp/castle_admin_policy.php "l"’ A | ‘P -
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/2 CASTLE - PHP H{# - Windows Internet Explorer
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Name [w] eer [i#] post [ sat_injection [JHss [Jwiap []Tae

Format Minlength |0 Mawlength | GREIR

v Confirm = X Cancel

o 94y FE 43

- Name: W59

- Format: <73t 49 IR (BEA4])

- GET: GET Wl&E=d] e 38 o

- POST: POST ®Wl&Eol w3t &8 o

- SQL Injection: SQL Injection 324 &3A %

- XSS: XSS ¥4 ®HA oy

- WORD: &% o] &2 o
- TAG: &% B2 &4 oF
- Minlength: ¥ 4 Zo]
- Maxlength: M4 FHo] 4o

“test.php” Ho]A A WF  username} passwordE  AHE-3h
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1 M | A
Farmat |[372A72] | Mminlength |.-1 ‘ Masdength |32
fname password [ cer POST soL_lInjection [v]Hss [w]wino TAG
Z e | A
fFormat |[[0-9] | Minlength |1 | Maxdength [6 |
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GET WAZ7t 3854 &S w GETe 29 H+L zdrdH.

Windows Internet Explorer r's_(
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/= CASTLE - PHP HA - Windows Internet Explorer
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& & | @ CASTLE - PHP T |

~

CASTLE / PHP HIE{1.0.2) =
SHEZR0A H=g =0

Tue Jun 3010

202

H2

e
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==t
....................... + JIE(logging) - CASTLE 2122 EHA(IE)
ESH

+ 27IZ(none) - CASTLE JI2S LI B8,

3

oz

-]

H

~
i3

1z

@z O ol

0!

s

2t=Hsimple) - CASTLE 7|25 21858 2(712),

(REMOTE _4DDR - [Date] REQUEST _URL: Message)
A4 (detail) - CASTLE J| 25 243 22,

{(REMOTE_ADDR - [Date] REQUEST_URL: Massage: ...)

2I 2R GHUTF-8IE) OeuckR

« UTF-6-2JES UTF-BE 6 212,
+ euckR - 211 J|E5 euckRE 5l 22,

vConfirm X Cancel

[E3

_JERE T
27 ol Be HAA B} HYES Bk

o 21 7Y ol g 14
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EIJNE0E &= OgJ=

0>’

N

T
ol

O

)

ol
o

REMOTE_ADDR - [Date] REQUEST_URL: Key = Value: Message

ex)

memo = UEUEIAY, B LPCAIY,AAJANL... : E5F WORD ¥

125.24.15.196 - [19/Nov,/2007:15:44:32 +0900] /~mirr1004/bbs/write_ok.php:

o “&Al
- 2ag AAEA A%
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REMOTE_ADDR - [Date] REQUEST_URL: Key = Value: Message
--> [Method: method]
--> [Policy: policy]

Method: method]

[

[Pattern: pattern]

[

[Offset: offset] [Matched-Content: content]

>
>
>
ex)

125.24.15.196 - [19/Nov,/2007:15:44:32 +0900] /~mirr1004/bbs/write_ok.php:
memo = UEYUEAY,ZLPCAL,AAAY... : EF WORD EXA

-> [Method: POST]

-> [Policy: 71278 4]

-> [Pattern: &F]

-> [Offset: 123] [Matched-Content: &=]
-> [Offset: 231] [Matched-Content: &H]
-> [Offset: 472] [Matched-Content: &F]
-> [Offset: 921] [Matched-Content: & +]
-> [Offset: 2134] [Matched-Content: & =]

23] A OUTF-E212) © euckR

W=z 550N+ 4%
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CASTLE - PHP HHHA - Windows Internet Explorer

R4 !g, hitp://test,com/castle-php/castle _admin_policy _view, php
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orzp) BaE) 2200 SAFNE EHD =S2H)

fii - B

@Snag\lug‘-'._.

= - [ HORE) - £ £ -

o ‘ECASTLE - PHP H®

CASTLE / PHP HHAE(1.0.2)
SHENOIA MHw2 =0

1

N2EE CASTLE Policy Tree View
~ ADMIN
MODULE NAME = CASTLE - PHP TS
e i ID = admin
LASTMODIFIED = 1245925665
EEES] - SITE
s g 00 = TRLE

ENFORCING = TRUE
PERMISSIVE = FALSE
DISABLED = FALSE
- ALERT
ALERT = TRUE
MESEAGE = FALSE
STEALTH = FALSE
- L0G
BOOL = TRUE
FILENAME = ca-log, t=t
DETAIL = FALSE
SIMPLE = TRUE
LIST_COUNT = 10
- CHARSET
UTF-6 = TRUE
euckR = FALSE
- TARGET
GET = TRUE
POST = TRUE
FILE = TRUE
COOKIE = TRUE
- PoLICY
- SQL_INJECTION

u

@ °iH

B 223 FF 17
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CASTLE - PHP HA - Windows Internet Explorer Q@El

ﬁ,.v & http:/stest com/castlephp/castle_admin_policy_view, php ¥ |* || X P~
HEE) =20 SAFNA ERHD ESEH) ¢ & Snagh 2

¢ & | @ CASTLE - PHP HE | B B - & - IR - R - T

~

CASTLE Policy Source View
§CASTLE_POLICYL'CONFIG ][ ADMIN'T L' MODULE_NAME'] = "CASTLE - PHP HITH"
$_CASTLE_POLICY['CONFIG']["ADMIN'I['ID'] = "admin”
§CASTLE_POLICYL'CONFIG [ ADMIN']T ['PASSWORD ']
$_CASTLE_POLICY['CONFIG'][' ADMIN']['LASTMODIFIED"
$_CASTLE_POLICYI'CONFIG'I['SITET['BOOLT = "TRUE"
§_CASTLE_POLICY['CONFIG']['MODE 1 ['ENFORCING ] = "TRUE"
$_CASTLE_POLICY['CONFIG'I['MODE 1['PERMISSIVE] = "FALSE"

] [ s

]

]

id 1cb2a 3dc 248023195280 cabbbfdec”
="1231809493"

§_CASTLE_POLICY['CONFIG']["MODE'1['DISABLED'] =
$_CASTLE_POLICY['CONFIG'I['ALERT'I['ALERT'] =~
§CASTLE_POLICY['CONFIG ] ['ALERT ] ['MESSAGE"
$_CASTLE_POLICY['CONFIG'I['ALERT 1['STEALTH']
§.CASTLE_POLICY['CONFIG']['LOG 1['BOOLT = "TRUE"
$_CASTLE_POLICY['CONFIG'I['LOG TU'FILEMAME'] = "castle_log, txt”
§CASTLE_POLICY['CONFIG' ] ['LOG TI'DETAIL'T = "FALSE”
$_CASTLE_POLICY['CONFIG']['LOG T['SIMPLE ] = "TRUE"
$_CASTLE_POLICYI'CONFIG I['LOG T UST_COUNT'T = "10"
$_CASTLE_POLICY['CONFIG ] ['LOG 1['CHARSET 1['UTF-
$_CASTLE_POLICYI'CONFIG I['LOG T CHARSET 1( 'euckR'] = "FALSE"
§ CASTLE_POLICY['CONFIG']['TARGET']['GET'] = "TRUE"
$_CASTLE_POLICY['CONFIG ][ TARGET'1['POST] ="
§_CASTLE_POLICY['CONFIG ] ['TARGET'T['FILE"]
$_CASTLE_POLICY['CONFIG ][ TARGET 1['"COOKIE'] = "TRUE"
§CASTLE_POLICY['POLICY'T["'SQL-INJECTIONT['BOOL"] = "TRUE"
$_CASTLE_POLICY['POLICY'I'SAL_INJECTION'T['LIST'I['0°] = "delete[[:space:1]+rom”
§CASTLE_POLICY['POLICY T["SQALINJECTION L LIST'I0'1°] = "drop[[:space:]]+database”
$_CASTLE_POLICY[ POLICY ]['SOL_INJECTION]['LIST'] “drap[[ispace:]]+ahle”
§CASTLE_POLICY['POLICY I["SQALINJECTION T LIST] “drap[[:space:]]+column”
§_CASTLE_POLICY['POLICY ]['SQL_INJECTIONT['LIST" “drap[[ispace:]]+procedure”
$_CASTLE_POLICYI POLICY T["SQL_IMNJECTIONT['LIST" “create[['space!]T+able”
§_CASTLE_POLICY['POLICY ]['SQL_INJECTIONT['LIST" pdate[[:space:]]+ «[[:space ]]+set’
$_CASTLE_POLICYI POLICY [ SQLINJECTIONT['LIST" sert[['space:]]+into, = [['space:]1+values”

]

1

]

§_CASTLE_POLICY['POLICY ]["'SQL_INJECTIONT['LIST" ="select[[:space:]]+ =[[:space:]]+rom”
$_CASTLE_POLICYI POLICY J["SQLINJECTION T['LIST" “bulk[[:space:]]+insert”

§-CASTLE _POLICY['POLICY ]["SQL_INJECTIONT['LIST" nion[['space:]]+select”
$_CASTLE_POLICY['POLICY ]["SOL_INJECTIONT['LIST" r+1[[zpace:]]+=[[:space:]]+1"
§CASTLE_POLICY['POLICY I["SQALINJECTION T LIST] lter([:space:]]+table”
$_CASTLE_POLICY[ POLICY ]['SOL_INJECTION]['LIST'] nto[[space:]]+outfile”
§CASTLE_POLICY['POLICY I["SQALINJECTION T LIST] “load([:space:]]+data”
$_CASTLE_POLICY['POLICYI["X55"1['BOOL']
$_CASTLE_POLICY['POLICY T["XS5" 1 ['LIST 1L

1
]
1
]
]
1
]
1
]
1
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